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STATIC RESOURCE ANALYSIS

Analyze resource usage at
-+ complle time!

Code Review Static Analysis

Possible benefits:
» Derive resource bounds for all inputs
» More efficient If analysis 1s modular
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STATIC RESOURCE ANALYSIS IN INFER

void loop(ArraylList<Integer> list) {
FOF €int 1 = 0; 1 <= list.sizel); 1t+¥)

}

8| list| + 16 = O(| list])
;

void loop(ArrayList<Integer> list) {
for {1nk 1 = 0; 1 <= list.sizel): 1ttt} +
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}
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STATIC RESOURCE ANALYSIS IN INFER

void loop(ArraylList<Integer> list) {
FOF €int 1 = 0; 1 <= list.sizel); 1t+¥)

}

8| list| + 16 = O(| list|)

Complexity increase!

void loop(ArrayList<Integer> list) {
for {1nk 1 = 0; 1 <= list.sizel): 1ttt} +
foo(i); O(| list|*)
J
}

b o,

The example comes from Infer's documentation. Available on: https://fbinfer.com/docs/next/checker-cost/.
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| CVE - CVE-2011-4885. Available on: https://cve.mitre.orgq/cgi-bin/cvename.cqgi?name=CVE-2011-4885.
2 PHP 5.3.8 - Hashtables Denial of Service. Available on https://www.exploit-db.com/exploits/18296/.
3 PHP: PHP 5 Changel og. Available on http://www.php.net/ChangelLog-5.php#5.3.9.
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Input specification
(=2, 4 list o1 lensth 4)
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Possible execution path | O—>O—>O—> —>O Resource usage |

Possible execution path 2 O—>Q—>O—> —>O Resource usage 2

Possible execution path 3 O—>O—>O—> —>O Resource usage 3
Program

Possible execution path n O—>Q—>O—> —>O Resource usage n

» Search for a program execution path with the maximal resource usage

 Can be very inefficient
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Published in PORL L%

Static Resource Analysis (Type-Based)

l Speed up!

Worst-Case Execution-Path Search

The first provably correct worst-case input

generation algorithm based on static resource analysis
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.l !I OCAML
cloJoSeBl A Resource-Annotated lype
let rec append(1l1, 12) =
match 11 with
f i >

12
| Xiixs >
)1:1:? s ) The simplified upper bound on evaluation steps:

[RAML] J. Hoffmann, A. Das, and 5.-C.Weng. 201 /. Towards Automatic Resource Bound Analysis for OCaml. In POPL'[ /.
10
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resource usage
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Di’s are program states Arcs are transitions
with actual costs

--------------------------------

<I><Do> <I><D1> ‘q)(Dz) <I><D3> <I><D>

O(D,) > Cost(D,, D;) + ©(D;) The potential function
maps program states to

-------------------------------

The initial potential is an
upper bound!

honnegative numbers

|2
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Lp(1nt) Every element in the list

Cost = || | append : (L'(int) x L%int),0) — (L%(int),0) Lenmmmeme BN Corrics P units of potential
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Lp(1nt) Every element in the list

Cost = || | append : (L'(int) X L%(int),0) — (L%(int),0) enmmmmmn B Corrics P units of potential
let rec append(1l1, 12) = [11: Li(ant), 12: le(int)];: O lURlES
match 11 with // 11 1s consumed
[ L] > F12: lLotipt) ] @ Uni€Es

| 12 [/ 12 has the correct return type
Resource iy | Xiixs > 1121 L8(int), xi int, xs: LTCint)il7 " e
count function calls {1c|<(1), [12: Lo(int), x: int, xs: Li(ant)]; O [iEEE

let rest = append(xs, 12) in [x: int, rest: Le(int)]; O UmlEs
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Lp(1nt) Every element in the list

Cost = || | append : (L'(int) x L%int),0) — (L%(int),0) Lenmmmeme BN Corrics P units of potential
let rec append(11, 12) = [11: L'(ant), 12: L8%(inkt)l; © URiES
match 11 with // 11 1s consumed
1] -> [12: Lé(int)]; O units
12 [/ 12 has the correct return type
Resource metric: | xiixs ~> [12: Le(int), X: int, Xxs: Li(int)l; 1 T
B mEencals L k() ) [12: Lo(int), x: int, xs: L'(int)]1; O units
let rest = append(xs, 12) in [Xx: int, rest: lLo(int)]; O Units
X:ipest // X and rest are used to build a list

Principle: The potential at a program point Is defined by a
static type annotation of data structures
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[RAML] Multivariate polynomial bounds, amortized complexity, push-button analysis

[Atkey [ O] Imperative programs, heap manipulation

[JHL*1O] Higher-order functions

[HM 8] L ogarithmic bounds (e.g., splay trees)

[KH20] Exponential bounds

[Atkey | 0] R. Atkey. 2010. Amortised Resource Analysis with Separation Logic. In ESOP’/ 0.
JHL* 0] S. Jost, K. Hammond, H.-W. Loidl, and M. Hofmann. 2010. Static Determination of Quantitative Resource Usage for Higher-Order Programs. In POPL’| 0.
[HM 18] M. Hofmann and G. Moser. 201 8. Analysis of Logarithmic Amortised Complexity. Available on: https://arxiv.org/abs/1807.08242.

[KH20] D. M. Kahn and J. Hoffmann. 2020. Exponential Automatic Amortized Resource Analysis. In FoSSaCS'20.
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| Bl - ]
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let rec 1lpairs(l) = Input specification: £ = [z, 2,, Z3, Z,]

match 1 with

| Ul =0 | ,

P e > bz [2,,25,7] When there Is a conditional statement
match xs with where we cannot decide which branch
| 2] 2 |] to take, we try both branches anc
| X2:iXs' => X P Z;, X 2y, X8 = (73,7 record the path conditions
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let rec 1lpairs(l) = Input specification: £ = [z, 2,, Z3, Z,]
match 1 with
[0 ] |
P e > bz [2,,25,7] When there Is a conditional statement
match xs with where we cannot decide which branch
| 2] 2 |] to take, we try both branches anc
| X2:iXs' => X P Z;, X 2y, X8 = (73,7 record the path conditions
if x1 < x2 then e
%l-j-,l(-)(zg-?':lpairs(xs') path condition: (z; < z,), resource usage: 2
else

1pairs(xs’) path condition: =(z; < z,), resource usage: 0
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SYMBOLIC EXECUTION

* Idea: Enumerate all execution paths, record path conditions, and compare

resource usages

— e = (Y, d return value
environment 4/}/ f <l//\(l/, : al

program path condition

» Symbolic execution rules for conditional statements:

ko= W) ke W)

y I if e then ¢, else e, = (y(e) Ay, S) y I if e then ¢, else e, = (y(e) Ay, S)
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SYMBOLIC EXECUTION

let rec 1lpairs(l) = Input specification: £ = [z, 2,, Z3, Z,]
Taﬁh_i \E':]Lth » There are four possible execution paths:
sl F i bipais) Resource usage
i > M2 <) A2 <2),[(21,2)), (23,2917 4
. SN2 <) A (23 > 20), (21, 2)1) 2
if x1 < x2 then = (21 2 Z5) A (23 < 2y), [(Z3, Z)]) 2
tick(2); = ((Z1 2 2p) A (253 2 24), [1) 0
(X1,%2)::1pairs(xs’)
o Use a constraint solver to find a model for the path
1pairs(xs’) condition, 9. 7 = 0,22 - 1,23 = 0,24 —

» A worst-case input for this function: £ — [0,1,0,1]
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TYPE-GUIDED PRUNING

 Nondeterminism leads to state explosion:

e ) ey )

y I if e then ¢, else e, = (y(e) Ay, S) y I if e then ¢, else e, = (y(e) Ay, S)

Use the Information about potentials obtainec
from resource-annotated types to prune the
search space of symbolic execution

e
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THEORETICAL GUARANTEES

Soundness: It our algorithm generates an input, then the input will
cause the program to consume exactly the same amount of

resource as the inferred upper bound

Relative completeness: If there Is an input of some given
specification that causes the program to consume exactly the same
amount of resource as the inferred upper bound, then our algorithm

s able to find a corresponding execution path
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SPEED UP INPUT GENERATION

* How about eliminating some generation rules!

e )

y k= if e then e, else e, = (y(e) Ay, S)

Still Sound!

- Uniform-execution heuristic: Fix the branch taken by each conc
statement before symbolic execution

25
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COMPOSITIONAL INPUT GENERATION

 (Can we generalize the uniform-execution heuristic?

Recursive calls:
/ \ \ b, c might be subpart of x
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COMPOSITIONAL INPUT GENERATION

 (Can we generalize the uniform-execution heuristic?

Path condition for x
Restrict execution path
search inside the
\ function boundary

B L adition for a Esle{e)l Path condition for c
Path condition for b

* Enforce all the calls with the same specification of inputs to execute

the same path in the function body

26
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IMPLEMENTATION

* We implemented our generation algorithm for a purely functional
fragment of Resource Aware ML (RAML), including higher-order

functions, user-defined data structures, and polynomial resource
bounds

* We used the off-the-shelf constraint solver Z3 from Microsoft

28



BENCHMARKS (SELECTED)

Description ALGHHT  ALG+H2
Insertion sort 200 integers Fie i 6.97s 998
Quicksort 200 integers HO 53.23s 157420
i hicquicksort.  Lists of length 100,99,..., || 439.35s 438.79s B
Functional queue 200 operations 444.64s 1) e
Zigzag on a tree 200 internal nodes JL) 1) 4.87s
Hash table for 8-char strings 64 Insertions /.64s 7.62s | 8 1.745
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EXAMPLE: HASH | ABLE

e Customized resource metric: count for hash collisions

» Use a hash function from a vulnerable PHP implementation

* [he program Inserts 64 strings into an empty hash table

* Our algorithm “realizes’ that it should find 64 strings with the same
nash key, In order to trigger the most collisions

30
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COMPARISON WITH EXISTING APPROACHES

Dynamic

* Fuzz testing
* Dynamic worst-case analysis

* Flexible & universal

* Potentially unsound: The resulting
inputs might not expose the
worst-case behavior
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COMPARISON WITH EXISTING APPROACHES

Dynamic Static

* Fuzz testing * [ype systems
» Dynamic worst-case analysis * Abstract interpretation

* Flexible & universal * Sound upper bounds

» Potentially unsound:The resulting * Potentially not tight: No concrete
inputs might not expose the witness — the bound might be
worst-case behavior too conservative
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