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• I am a fourth-year doctoral student in 
Computer Science

• I am interested in programming 
languages and software engineering

• My focuses are probabilistic 
programming and static resource 
analysis
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Possible drawbacks:
• Incomplete test coverage
• Time-consuming
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Possible benefits:
• Derive resource bounds for all inputs
• More efficient if analysis is modular
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+
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Analyze resource usage at 
compile time!
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Complexity increase!
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1 CVE - CVE-2011-4885. Available on: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4885.
2 PHP 5.3.8 - Hashtables Denial of Service. Available on https://www.exploit-db.com/exploits/18296/.
3 PHP: PHP 5 ChangeLog. Available on http://www.php.net/ChangeLog-5.php#5.3.9.
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Resource usage 1

Resource usage 2

Resource usage 3

Resource usage n

Input specification
(e.g., a list of length 4)

• Search for a program execution path with the maximal resource usage

• Can be very inefficient
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Di Wang and Jan Hoffmann. 2019. Published in POPL’19.

TYPE-GUIDED WORST-CASE INPUT GENERATION

The first provably correct worst-case input 
generation algorithm based on static resource analysis
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Evaluation
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[RAML] J. Hoffmann, A. Das, and S.-C. Weng. 2017. Towards Automatic Resource Bound Analysis for OCaml. In POPL’17.

9 |ℓ1 | + 3 = O( |ℓ1 | )

The simplified upper bound on evaluation steps: 

let rec append(l1, l2) = 
  match l1 with 
  | [] -> 
    l2 
  | x::xs -> 
    let rest = append(xs, l2) in 
    x::rest

OCAML
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Resource metric:
count function calls

[l1: L1(int), l2: L0(int)]; 0 units
// l1 is consumed
[l2: L0(int)]; 0 units
// l2 has the correct return type
[l2: L0(int), x: int, xs: L1(int)]; 1 unit
[l2: L0(int), x: int, xs: L1(int)]; 0 units
[x: int, rest: L0(int)]; 0 units
// x and rest are used to build a list

𝖺𝗉𝗉𝖾𝗇𝖽 : ⟨L1(𝗂𝗇𝗍) × L0(𝗂𝗇𝗍),0⟩ → ⟨L0(𝗂𝗇𝗍),0⟩Cost = |ℓ1 |

Principle: The potential at a program point is defined by a 
static type annotation of data structures

Lp(int) Every element in the list 
carries p units of potential
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WORST-CASE EXECUTION-PATH SEARCH

let rec lpairs(l) = 
  match l with 
  | [] -> [] 
  | x1::xs -> 
    match xs with 
    | [] -> [] 
    | x2::xs’ -> 
      if x1 < x2 then 
        tick(2); 
        (x1,x2)::lpairs(xs’) 
      else 
        lpairs(xs’)
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environment
program

return value
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γ ⊢ e1 ⇒ ⟨ψ, S⟩
γ ⊢ 𝗂𝖿 e 𝗍𝗁𝖾𝗇 e1 𝖾𝗅𝗌𝖾 e2 ⇒ ⟨γ(e) ∧ ψ, S⟩

γ ⊢ e2 ⇒ ⟨ψ, S⟩
γ ⊢ 𝗂𝖿 e 𝗍𝗁𝖾𝗇 e1 𝖾𝗅𝗌𝖾 e2 ⇒ ⟨¬γ(e) ∧ ψ, S⟩

• Symbolic execution rules for conditional statements:
Then Else
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    match xs with 
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      else 
        lpairs(xs’)
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TYPE-GUIDED PRUNING

• Nondeterminism leads to state explosion:
γ ⊢ e1 ⇒ ⟨ψ, S⟩

γ ⊢ 𝗂𝖿 e 𝗍𝗁𝖾𝗇 e1 𝖾𝗅𝗌𝖾 e2 ⇒ ⟨γ(e) ∧ ψ, S⟩
γ ⊢ e2 ⇒ ⟨ψ, S⟩

γ ⊢ 𝗂𝖿 e 𝗍𝗁𝖾𝗇 e1 𝖾𝗅𝗌𝖾 e2 ⇒ ⟨¬γ(e) ∧ ψ, S⟩

Then Else
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Use the information about potentials obtained 
from resource-annotated types to prune the 

search space of symbolic execution
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Then Else

Still Sound!

SPEED UP INPUT GENERATION

• Uniform-execution heuristic: Fix the branch taken by each conditional 
statement before symbolic execution
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Func(x)

Func(a)
Func(b)

Func(c)

Path condition for a
Path condition for b

Path condition for c

Path condition for x
Restrict execution path 

search inside the 
function boundary

• Enforce all the calls with the same specification of inputs to execute 
the same path in the function body
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IMPLEMENTATION
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• We implemented our generation algorithm for a purely functional 
fragment of Resource Aware ML (RAML), including higher-order 
functions, user-defined data structures, and polynomial resource 
bounds

• We used the off-the-shelf constraint solver Z3 from Microsoft



BENCHMARKS (SELECTED)
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Description Shape ALG ALG+H1 ALG+H2

Insertion sort 200 integers 7.74s 6.97s 94.81s

Quicksort 200 integers T/O 53.23s 157.21s

Lexicographic quicksort Lists of length 100, 99, …, 1 439.35s 438.79s T/O

Functional queue 200 operations 444.64s T/O T/O

Zigzag on a tree 200 internal nodes T/O T/O 4.87s

Hash table for 8-char strings 64 insertions 7.64s 7.62s 181.74s
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EXAMPLE: HASH TABLE

• Customized resource metric: count for hash collisions

• Use a hash function from a vulnerable PHP implementation

• The program inserts 64 strings into an empty hash table

• Our algorithm “realizes” that it should find 64 strings with the same 
hash key, in order to trigger the most collisions
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COMPARISON WITH EXISTING APPROACHES

• Fuzz testing
• Dynamic worst-case analysis
• …

• Flexible & universal
• Potentially unsound: The resulting 

inputs might not expose the 
worst-case behavior

• Type systems
• Abstract interpretation
• …

• Sound upper bounds
• Potentially not tight: No concrete 

witness — the bound might be 
too conservative

Dynamic Static
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